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Open API Security Authentication Mechanism Based on Request Body
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Abstract

and API platform malicious attacks

Aiming at the problems of identity forgery phishing attacks account and business information leakage
an API security authentication mechanism based on Request Body was pro—
posed. The mechanism consists of five parts: double signature verification request body encryption URI verifica—
tion interface authority authentication and exception detection. It is used to prevent phishing scams strengthen us—
er data transmission security and improve the ability of the API platform to resist attacks. Through online testing and
actual project verification it shows that the mechanism can ensure the security of users and interfaces while ensu—
ring the speed of API authentication.
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